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1. Initial considerations 1

Currently, the interfaces between international contracts, the transnationality of 
commercial relations and users’ rights have been increasingly significant. Consumer law 
and private international law, as areas of marked specificity and provided with their own 
languages, are gradually enclosing, with points of material and functional convergence. 
They are no longer admitted as merely watertight disciplines in the field of international 
law or “competing normative regimes”, to justify broader goals of regulation shared in 
the transnational space. Among them, exactly, is the one of protection of access to the 
jurisdictional provision to consumers who celebrate international contracts through the 
internet.

In the current discussion and specialized literature, private international law 
presents a descriptive rationality based on normative sources - primarily - such as na-
tional laws, treaties, conventions,principles, doctrine and jurisprudence, with regard to 
the determination of applicable law in cases involving international connections, juris-
diction, recognition and execution of foreign rulings. Matters related to choice of forum 
and forum choice clauses have also been highly regarded in the context of international 
contracts. Consumer law, on its turn and to a large extent, is focused on the idea of   a 
public order aimed at regulating the legal protection of vulnerable parties in a contrac-
tual relationship. Both regimes seemed very distant from each other, without systemic 
dialogue up to a few years ago. A change in this pattern, however, is currently felt with 
great intensity due to the expansion of online networks and platforms for the trade of 
goods and services.

In recent decades, the growing emergence of conflicts involving consumer law 
has been observed in private international law, as well as an association between instru-
ments to regulate consumer relations as relevant topics for the study of international 
contracts and freedom of choice. By means of these perspectives, jurisdictional pacts in 
international consumer contracts are also relevant attributes of validity and effective-
ness in forum choice clauses.

 Dialogues between normative regimes and different regulatory policies, both in 
national and international fora, promote consequences towards substantive and proce-
dural harmonization regarding the choice of forum in international consumer contracts. 
Among them, there are risks associated with a type of forum shifting related to the ju-
risdiction to be accessed by the consumer, such as the courts of countries that serve as 
headquarters for the most important internet conglomerates. 

Finally, the convergence of the most diverse regimes also supports the creation 
of complementary jurisdictions for the settlement of transnational private disputes in-
volving consumer rights and contractual relations, such as the parties’ recourse to inter-
national arbitration, commercial international mediation and the choice of  foreign law 
applicable in national courts. 

In this first  truncated scenario, what would be the consequences for the parties 
to international contracts? Especially in countries whose laws and codes are more pro-

1 Research developed under the coordination of Fabrício B. Pasquot Polido and Lucas Costa dos Anjos, from the Institute for 
Research on Internet and Society - IRIS and from the International Study Group on Internet, Innovation and Intellectual Property - 
GNET, at Universidade Federal de Minas Gerais. Contributed as authors for this paper the researchers Bruno de Oliveira Biazatti, Diego 
Carvalho Machado, Lucas Costa dos Anjos, Luíza Couto Chaves Brandão, Matheus Rosa, Odélio Porto Júnior, Pedro Vilela e Tatiana 
Carneiro Resende. Translation by Laila Damascena Antunes, Matheus Rosa and Lucas Costa dos Anjos.
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tective in matters of consumer law, there are significant worries regarding abuse in the 
choice of forum and potential denial of justice for users-consumers in contractual rela-
tions that support the offer of services and products online. At first sight, this tendency 
could result in contradictions with minimum protection standards initially intended by 
domestic law, such as the Brazilian Consumer Defense Code. 

This paper aims to explore precisely the intersections between international con-
tracts, forum choice clauses and consumer law, with special reference to contractual 
relationships intermediated by and on the internet

International Contracts: Prospects from Private 
International Law

International contracts are legal deals celebrated into by parties that, individu-
ally, find themselves with residence, domicile or incorporated in countries different one 
party from another, or that the object of the contract results in a circulation of assets, 
services, capitals and technologies, in a transborder scale, involving multiple legal sys-
tems in contact2. 

A number of factors, therefore, can determine the contacts between the dif-
ferent legal systems in which contractual relations are examined. Albeit private, these 
relations have an international dimension due to foreign elements or internationality, 
which render the relationship mixed (pluriconnected), thus not only can involve distinct 
legislative competences regarding the material regulation of contracts, in the absence 
of harmonization and uniformization, but also the possibility that various courts can be 
demanded in the adjudication of disputes among the parties of these contracts pursuant 
to the submission of the parties to different legal systems.

As a rule, substantive and procedural laws of a State apply within the limits of its 
territory, respecting its sovereignty and independence. When one analyzes contractual 
legal relationships with an international dimension, in private international law, the main 
questions that arise are with reference to applicable law (which law to apply in order to 
regulate?) and to jurisdiction (which court in demanded in the case of a dispute among 
parties?).

Specifically in the matter of jurisdiction and international contracts, there are no 
uniform universal rules establishing competence criteria for national courts in cases with 
international connection. Some treaties and multilateral and regional conventions, as the 
ones adopted by the Members of the Hague Conference for International Law3 and of 
Mercosur4, and communitary normative instruments, such as Regulation N. 1215/2012 
of the European Parliament and of the Council of the European Union - Recast5, present 
2 On the subject, in general, see definition systematized by GALGANO, Francesco, and MARELLA, Fabrizio. Diritto del Com-
mercio Internazionale. 3.ed. Padova: CEDAM, p.304, according to which international contracts are formally characterized by the coex-
istence of one or more elements of estraneity / internationality in relation to the legal system in whose normative referent its structure is 
examined. The elements may be as follows: 1. the nationality of the parties; 2. the place of business of each of the parties; 3. The place of 
the registered office or of the constitution of one of the parties, being a legal entity; 4. the place of conclusion of the contract; 5. the place 
of performance of the contract; 6. the location of the situation of the object of the contract; 7. the currency of payment; 8. the place of 
payment of contractual obligations.
3 HAGUE CONFERENCE. Statute on Private International Law, 1951. Available at: <https://www.hcch.net/en/instruments/
conventions/full-text> 
4 MERCOSUL. Buenos Aires’ protocol on international contractual jurisdiction, august 5, 1994. Available at: <https://www.
camara.leg.br/mercosul/Protocolos/BUENOS_AIRES.htm>
5 EUROPEAN UNION. Regulation (UE) n. ° 1215/2012 of the European Parliament and of the Council, of 12 December 2012, 
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a limited scope of (material and spacial) application, not addressing global solutions with 
regard to jurisdiction.  Due to its insufficiencies, each country has been defining its inter-
nal procedural norms with regard to jurisdiction to attend for pluriconnected demands. 

Naturally, this diversity of procedural solution leads to situations of uncertainty 
and lack of previsibility, since several municipal courts could determine their compe-
tence to solve cases. On a different perspective, there may be situations in which no 
state court considers itself competent to judge a demand, resulting in the “forum non 
conveniens” fenomenon6.

Due to that, it is common that the parties of a demand resort to courts of dif-
ferent countries, according to what better suits them, within  international private law 
procedural strategies - both civil and commercial. The choice may stem from several fac-
tors: i) greater access to the Judiciary Branch of a certain country; ii) shorer costs of legal 
actions; iii) clarity and previsibility regarding the jurisprudence system (substantial and 
procedural); and iv) specialty of local courts, its judged and attorneys. The selective prac-
tice of searching better jurisdictions, without an agreement or consensus among parties, 
is known as forum shopping; which can be considered detrimental to the legal order and  
safety, and elevate costs associated with international contracts, beyond those involving 
the phases of a judicial demand in municipal courts.

In the national legal systems, it is common to create laws to expressly regulate 
the “categories of situations and legal relationships connected to more than one legal 
system; in the matter of applicable law, which aim towards a legal system that regulates 
a case”7. The connecting factors do not resolve substantive/material matters regarding 
the dispute, but indicate the law (national or foreign) to be applied in the multi-connect-
ed legal relations.8

In the case of Brazil, many of the rules regarding connecting factors are described 
in the Introduction Law to the Norms of Brazilian Law,9 more specifically between articles 
7 and 12. From this set of rules, the judge will determine the applicable law, which may 
be national or foreign law.

However, such rules come from the “classic view of the IPrL, whose conflicting 
method [...] proposes to resolve the conflict of laws in space in a neutral way, without val-
ue options”10. This method, with regard to obligations,  is inspired by parity international 
contracts, that is, structurally balanced as to the forces and interests of the business-
men and agents involved”11. Part of the specialized literature has defended, however, 

on Jurisdiction and the Recognition and Enforcement of Judgments in Civil and Commercial Matters (Recast). Available at: <https://
eur-lex.europa.eu/legal-content/PT/ALL/?uri=CELEX:32012R1215>
6 A court's discretionary power to decline to exercise its jurisdiction where another court may more conveniently hear a case.
7 ARAÚJO, Nádia de. Direito Internacional Privado: Teoria e Prática Brasileira. 6th. De acordo com o Novo CPC. Porto Alegre, 
Revolução eBook, 2016, p.33.
8 It is the so-called traditional conflict method, as Nádia de Araújo states: "The traditional conflict method, still used by Private 
International Law of the countries of Europe and Latin America ... has as particularity the existence of a rule of IPrL - Conflict rule, 
which gives the solution of a question of law containing a conflict of laws through the designation of the applicable law by the use of the 
indirect rule. It is not for DIPr to provide the material rule applicable to the specific case, but only to designate the legal order to which 
the applicable standard should be sought. For the classic conception of the IPrL, it is through conflict norms that the IPrL fulfills its 
mission of providing for the regulation of international legal life." Ibid, p. 36.
9 BRAZIL. Decree-Law Nº 4657 of September 4, 1942. Law of Introduction to the norms of Brazilian Law. Available at: <https://
goo.gl/PhtFym>. Accessed on December 21, 2016.
10 ARAÚJO, Nadia de. Direito Internacional Privado: Teoria e Prática Brasileira. 6. ed. Porto Alegre, Revolução eBook, 2016. p. 
36.
11 MARQUES, Cláudia Lima. A insuficiente proteção do consumidor nas normas de Direito Internacional Privado: da necessi-
dade de uma Convenção Interamericana (CIDIP) sobre a lei aplicável a alguns contratos e relações de consumo, 2007, p. 12-13.  Avail-
able at: <https://goo.gl/0B0McM>. Accessed on _____________
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that these rules are not “adequate for the protection of the fundamental rights of the 
human person, and especially the new challenges and problems raised by the internet 
and the social interactions that it supports in a cross-border fashion”12. This is the case 
of consumer relations, for example, since the consumer is not on an equal footing with 
domestic and foreign suppliers.

In that case, the application of connecting factors may be limited by general rules 
of public policy.13 According to Jacob Dolinger, public order is one of the pivotal princi-
ples of private international law, since it “prevents the application of foreign laws, the 
recognition of acts carried out abroad and the execution of rulings from courts of other 
countries”14. However, its main characteristic is precisely its indefinition, since it has a 
philosophical, moral, relative, alterable and, therefore, indefinable nature.15

Public order is, according to Dolinger, like a safety valve16, which removes the 
domestic application of foreign law that leads to a manifest incompatibility with the es-
sential principles of the law of the forum, especially those involving fundamental rights.17

Another point addressed by private international law is the recognition and exe-
cution of foreign court rulings. Access to justice encompasses not only the act of judging, 
but also that of rendering effective, since the ultimate purpose of adjudication is to guar-
antee the right in a substantive manner. To this end, international legal cooperation are 
also necessary, such is the case of extraterritorial compliance with procedural measures 
from the judiciary of a foreign State18. Such cooperation can take place through the rati-
fication of foreign decisions (articles 960 to 965 of the New Code of Civil Procedure), “ex-
equatur” and the execution of letters rogatory, for example (article 27 of the same Code).

At the multilateral scenario, with a view to minimizing legal uncertainty and pro-
moting greater uniformity of understandings and solutions between the legal systems 
of the signatory countries, the Hague Convention on Choice of Court Agreements was 
prepared in 2005, with the objective of establishing the validity and recognition of forum 
choice clauses in civil or commercial matters.19

12 Idib, p. 19.
13 ARAÚJO, Nádia de. Direito Internacional Privado: Teoria e Prática Brasileira. 6th edition. updated and expanded. De acordo 
com o Novo CPC. Porto Alegre, Revolução eBook, 2016, p.65.
14 DOLINGER, Jacob. Direito Internacional Privado (Parte Geral).  5th edition. updated and expanded. Rio de Janeiro: Renovar, 
1997. p. 349.
15 Ibid, p. 349 a 351: We would say that the principle of public order is the reflection of the socio-political-legal philosophy of 
all legislation, which represents the basic moral of a nation that meets the economic needs of each state. Public order therefore contains 
the political, legal, moral and economic plans of every constituted State. But in no diploma we will find formulated what is basic in the 
philosophy, politics, morals and economy of a country. [...] Public order is affected by the average mentality and sensitivity of a given 
society at a given time. In Brazil, article 17 of the Introductory Law excludes the application of foreign laws, as well as of foreign acts and 
sentences, whenever they offend national sovereignty - political plan - public order - legal and economic plan - and good morals - moral 
plan.
16 Ibid, p. 380.
17 "In the Brazilian legal literature, Cláudia Lima Marques and Daniela Jacques maintain that consumer protection in inter-
national e-commerce should follow the alternative method of the norms of immediate application, as it consists of the Consumer 
Protection Code (CDC) (Article 1 of the Convention on the Protection of Human Rights and Fundamental Freedoms), and to protect 
fundamental rights of the consumer (Constitution of the Republic of 1988, Article 5, XXXII), its dignity, health and safety (Article 4, - in 
the scope of the internet including (Law 12.965 / 2014, article 7, XIII #) - in the face of domestic and foreign suppliers (CDC, article 3). 
The LINDB Article 9 connection rule would be rejected in order to apply national consumer legislation. " Internet and Applicable Law: 
Rules of connection and determination of applicable law in network interactions. Research Paper elaborated under the coordination 
of Fabrício B. Pasquot Polido and Lucas Costa dos Anjos, of the Institute for Research on Internet and Society - IRIS and of the Group 
of International Studies of Internet, Innovation and Intellectual Property - GNET, Universidade Federal de Minas Gerais. Researchers 
Diego Machado and Odélio Porto Jr. p.12.
18 ARAÚJO, Nádia de. Direito Internacional Privado: Teoria e Prática Brasileira. 6th edition. updated and expanded. De acordo 
com o Novo CPC. Porto Alegre, Revolução eBook, 2016, p.150.
19 Article 1 - Scope: (1) This Convention shall apply in international cases to exclusive choice of court agreements concluded in 
civil or commercial matters. [...]. Available At: <https://goo.gl/EMYyR5>. Accessed on December 14, 2016.
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This Convention proposes, in Article 5, respect for the autonomy of the parties’ 
will, ensuring the choice of an exclusive forum without privileging national jurisdiction.20 
However, the Convention excludes from its scope exclusive agreements “to which a nat-
ural person is a party which intervenes mainly for personal, family or domestic purposes 
(a consumer)” and “relating to contracts of employment”21, since they involve the appli-
cation of public order principles, the impossibility of wavering certain rights, in addition 
to the vulnerability of the parties involved. 

The Hague Convention on Choice of Court Agreements of 2005 is yet to be signed 
by Brazil. However, according to Nádia de Araújo and Daniela Vargas22, it decisively influ-
enced the internal discussions, culminating in the addition of an article in the New Code 
of Civil Procedure on the clause of choice of forum in international contracts (article 25). 
For the authors23, the adoption of measures consistent to the Convention improves the 
conditions of Brazilians and foreigners involved in transnational procedures, in addition 
to reducing the so-called “Brazil cost” in international business relations24.

Regarding the submission of disputes to arbitration courts, this orientation has 
already been recognized in Brazil since 1996. Arbitration Law (Law No. 9.307/96) deter-
mines, in its article 3rd, that interested parties may “submit their dispute settlement to 
arbitration through an arbitration agreement”25.

Similarly, the New York Convention of 1958, incorporated in Brazil’s legal order 
by means of Decree No. 4.311, establishes, in its article 2nd, that the State recognize 
the written agreement between the parties that submit their differences to arbitration, 
and the Brazilian courts must abstain to judge the cause.26 Both the Brazilian Law of Ar-
20 Article 5 - Jurisdiction of the chosen court: (1) The court or courts of a Contracting State designated in an exclusive choice of 
court agreement shall have jurisdiction to decide a dispute to which the agreement applies, unless the agreement is null and void under 
the law of that State. (2) A court that has jurisdiction under paragraph 1 shall not decline to exercise jurisdiction on the ground that the 
dispute should be decided in a court of another State. (3) The preceding paragraphs shall not affect rules – a) on jurisdiction related to 
subject matter or to the value of the claim; b) on the internal allocation of jurisdiction among the courts of a Contracting State. Howev-
er, where the chosen court has discretion as to whether to transfer a case, due consideration should be given to the choice of the parties. 
Available At: <https://goo.gl/sbAhlI>. Accessed on December 13, 2016.
21 Article 2 - Exclusions from scope: (1) This Convention shall not apply to exclusive choice of court agreements – a) to which a 
natural person acting primarily for personal, family or household purposes (a consumer) is a party; b) relating to contracts of employ-
ment, including collective agreements. (2) This Convention shall not apply to the following matters – a) the status and legal capacity of 
natural persons; b) maintenance obligations; c) other family law matters, including matrimonial property regimes and other rights or 
obligations arising out of marriage or similar relationships; d) wills and succession; e) insolvency, composition and analogous matters; 
f) the carriage of passengers and goods; g) marine pollution, limitation of liability for maritime claims, general average, and emergency 
towage and salvage; h) anti-trust (competition) matters; i) liability for nuclear damage; j) claims for personal injury brought by or on be-
half of natural persons; k) tort or delict claims for damage to tangible property that do not arise from a contractual relationship; l) rights 
in rem in immovable property, and tenancies of immovable property; m) the validity, nullity, or dissolution of legal persons, and the va-
lidity of decisions of their organs; n) the validity of intellectual property rights other than copyright and related rights; o) infringement 
of intellectual property rights other than copyright and related rights, except where infringement proceedings are brought for breach of 
a contract between the parties relating to such rights, or could have been brought for breach of that contract; p) the validity of entries 
in public registers. (3) Notwithstanding paragraph 2, proceedings are not excluded from the scope of this Convention where a matter 
excluded under that paragraph arises merely as a preliminary question and not as an object of the proceedings. In particular, the mere 
fact that a matter excluded under paragraph 2 arises by way of defence does not exclude proceedings from the Convention, if that matter 
is not an object of the proceedings. (4) This Convention shall not apply to arbitration and related proceedings. (5) Proceedings are not 
excluded from the scope of this Convention by the mere fact that a State, including a government, a governmental agency or any person 
acting for a State, is a party thereto. (6) Nothing in this Convention shall affect privileges and immunities of States or of international 
organisations, in respect of themselves and of their property. Available at: <https://goo.gl/sbAhlI>. Accessed on December 14, 2016.
22 ARAUJO, Nadia de; VARGAS, Daniela. A Conferência de Haia de Direito Internacional Privado: reaproximação do Brasil e 
análise das convenções processuais, p. 2. Available at: <https://goo.gl/LFZz2U>. Accessed on December 14, 2016.
23  Ibid, p. 14.
24 THE WORLD BANK. Doing Business in Brazil, 2018. Available at: <http://www.doingbusiness.org/data/exploreeconomies/
brazil> 
25 Article 3: Interested parties may submit the settlement of their litigation to the arbitral award by means of an arbitration 
agreement, thus understanding the arbitration clause and the arbitration agreement. BRAZIL. Law nº 9.307/96. Arrange on arbitration. 
Available at: <https://goo.gl/h42kBr>. Accessed on December 14, 2016.
26 Article II. 1. Each signatory State shall recognize the written agreement by which the parties undertake to submit to arbi-
tration all disputes which have arisen or may arise between them as regards a defined legal relationship, whether contractual or not, 
With respect to a matter that can be settled through arbitration. 2. A "written agreement" shall mean an arbitration clause inserted in 
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bitration (article 4th, first paragraph and article 9th, first and second paragraphs of Law 
n. 9.307/96  of the New York Convention (article II.2), that require that the arbitration 
agreement between parties be written.

2. Terms of use
Recently, a small software development business named PC Pitstop set a reward 

for users who read the End User License Agreement (EULA) for their product.27 The com-
pany included a clause in its own EULAs that promised the reward to anyone who sent a 
message to the included email address.

The company was trying to prove that people rarely or never read the contrac-
tual instruments of the software licenses they buy. And they were right: only after four 
months and 3000 downloads of the reward offer, an attentive user finally wrote to the 
email claiming the $ 1,000 prize.

This story, which involves users of a program used for analysis and optimization 
of personal computers, shows a reality of the vast majority of those who use products 
from the virtual environment: users often do not read the terms of use or membership.

According to the Federation of Commerce of Goods, Services and Tourism of the 
State of São Paulo (FECOMERCIO SP), in a survey conducted in 2014 with 1009 people 
living in the state capital28, the number of users who read the terms of use is far from 
ideal. According to the survey, 66.6% of those interviewed do not read the contracts of 
the social networks they use.

This number does not vary much due to the level of schooling of the interview-
ees: among users with incomplete secondary education, the index of non-readers is 
72.3%, while among users with higher education this index is 66.8%. These data seem to 
demonstrate that the problem does not lie exclusively in a Brazilian public/private edu-
cational deficit. The high level of disinterest in virtual contracts has more complex roots.

The fallacy of “I have read and accept the terms and 
conditions”

“I have read and accept the terms and conditions” is a phrase present in most 
of the activities carried out by internet users, whether in the acquisition of licences, the 
installation of software, programs, applications, or even in the registration for the most 
varied types of content and application providers (e-commerce, social networks, stream-
ing, etc.). Terms of use that make up contractual relationships established between busi-
nesses, users, clients and consumers (B2C - business to consumer) are accepted at all 
times.

a contract or arbitration agreement, signed by the parties or contained in exchange for letters or telegrams. 3. The court of a signatory 
State, upon taking action on matters in respect of which the parties have reached an agreement under this Article, shall, at the request of 
one of them, refer the parties to arbitration, unless it finds that such agreement Is null and void, inoperative or unenforceable. Available 
at: <https://goo.gl/9APHwH>. Accessed on December 13, 2016.
27 MAGID, Larry. It pays to read license agreements. In: PC Pitstop. Information available at: <http://www.pcpitstop.com/spy-
check/eula.asp>. Accessed on December 2, 2016.
28 FECOMERCIOSP. User behavior on the internet and digital crimes. Search - Year: 2014. Available at: requisition by e-mail.
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The terms of use represent how the provider of a particular service relates to its 
users. It is the contract that governs the relationship between them, such as the types of 
registration and validation of subscriptions, privacy policies and sharing of information 
and content, security of the account, the forms of payment (if applicable), the adver-
tisements and other commercial content provided, the applicable special provisions, in 
addition to the choice of forum clause, which establishes the place of possible dispute 
resolution involving the company and the user.

According to Luiz Fernando Moncau, there is disinterest among users regarding 
the terms of use.29 Even if they know its importance, users do not read the terms because 
they believe it will take a lot of time, and it will be unpleasant. Moncau also highlighted 
the complex legal language present in many terms of use, which pushes users away.

Seeking to demonstrate the large amount of time required to read the terms of 
use, a Norwegian group of consumer rights advocates conducted a reading marathon 
of the clauses of the 33 most-used Norwegian applications30, including Netflix, YouTube, 
Facebook, Skype, Instagram and Angry Birds. The group, made up of 10 people, spent 
approximately 32 hours to conclude reading all the terms of use. The aim of the group 
was to demonstrate how the length and complexity of the terms of use lead to the im-
possibility of reading them, which results in a lack of user information about the guide-
lines governing their relationship with the company.

It is important to highlight that the terms of use are contracts of compulsory 
adhesion, which in itself can generate inequality between the contracting parties. This is 
because they are formulated by the companies, who seek to protect themselves against 
their users and end up by predicting conditions that are extremely favorable to them-
selves.

Thus, even if the user is aware of the contracting conditions and considers them 
to be harmful to some of its interests, he/she could hardly be in a position to negotiate 
with the company and is at a standstill: either he accepts the terms as described, or he 
can will no be able to use the service that he would like to hire.

This limitation is present in the standard contracts, including those carried out 
outside of the internet environment. Resolving conflicts involving clauses and conditions 
described in contracts is usually discussed from the perspective of balance between the 
parties, or access to justice, on a case-by-case basis, as is intended to be demonstrated 
below in this research. If considered abusive, the clause is declared invalid by the judicia-
ry, remaining the other contractual conditions.

What to do to make it easier to understand?
Aware of the difficulties encountered with respect to the terms of use, the North 

American website “Terms of Service: Did not Read” is an aid to users.31 The site, devel-

29 The researcher dealt with the users' relationship with the terms of use, during the First Seminar on Network Governance 
and the Civil Internet Framework, which took place at the Universidade Federal de Minas Gerais’ Law School on May 28 and 29, 2015. 
POLIDO, Fabrício; ROSINA, Mônica. Governança das Redes e o Marco Civil da Internet: Liberdades, Privacidade e Democracia. Pages: 
107-111. Available at: <http://irisbh.com.br/i-seminario-sobre-governanca-das-redes-e-o-marco-civil-da-internet-liberdades-privaci-
dade-e-democracia/>. Accessed on July 13, 2016.
30 BBC News. Norway consumer body stages live app terms reading, 2016. Available at: <http://www.bbc.com/news/world-eu-
rope-36378215>. Accessed on July 10, 2016.
31 Available at: <https://tosdr.org/>. Accessed on January 10, 2017.
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oped by Hugo Roy, an activist hacker and Law student, aims to auxiliate users, consider-
ing the daily bombardment of texts containing terms of use.

The “Terms of Service” website installs a plug-in in the user’s browser and then 
introduces a ranking mechanism for each of the browsed sites. This classification varies 
from A to E: if the site visited presents terms of use and privacy policy that also take into 
account the interests of the users, it receives classification A. If, however, they are totally 
harmful to the users, the site receives classification E. Sites with positive and negative 
points can receive B, C or D ratings. Additionally, by clicking on the rating, the user can 
access the positives and negatives of the site’s terms of use and privacy policy in a more 
summarized way.

YouTube, a globally-known video streaming service provider, for example, has a 
D rating. According to “Terms of Service: Did not Read”32, YouTubehas several negatives, 
such as: terms can be unilaterally modified at any time and without notification to the 
user; there may be removal of user content at any time without previous notice; the 
copyright license is broader than necessary; the exclusion of videos by users may not 
result in the effective exclusion by the platform. 

Kolab Now - a website that aims to facilitate communication between companies, 
so that they share experiences, has a rating A. According to “Terms of Service: Did not 
Read”,33 the terms of use and the privacy policy of the site have several positive points: 
keeping information only in case of need; availability of resources developed by the site 
under the Free Software license; accuracy in relation to requests for legal interception 
and the impossibility for third parties to have access to their data without a Swiss court 
order.

The Brazilian website Parceiro Legal,34 specialized in legal consulting for startups, 
presents some measures that can be taken by companies to facilitate and, in a way, to 
pressure users to read their terms of use. Measures include: need to scroll through all of 
the text of the terms of use or privacy policy to express acceptance; possibility of down-
loading these or sending them by e-mail after the conclusion of the registration; messag-
es with large and prominent texts, or the creation of pop-ups with messages highlighting 
important points of the terms; use of summaries with direct links to facilitate searches 
and reading by the user and inform when there is update/change of documents.

As can be seen, both the information provided by the website “Terms of Service: 
Did not Read” and the solutions presented by Parceiro Legal are helpful tools and show 
concern for the subject. However, they are palliative measures that seek to minimize cer-
tain liability risks related to virtual contracts and that are not enough to provoke effective 
changes in user behavior. The reality is quite clear. Current terms of use established by 
companies do not work. They present complex legal language, confusing, which alienate 
users not versed in legal vocabulary, in addition to requiring extensive time for their full 
reading.

Ideally, some measures should be adopted in order to reshape the texts of terms 
of use by companies; in general, these may involve measures that are not limited to just 
exchanging the language used.
32 Information available at: <https://tosdr.org/#youtube>. Accessed on July 28, 2016.
33 Information available at: <https://tosdr.org/#kolabnow>. Accessed on July 28, 2016.
34 PARCEIRO LEGAL.  (Infographic) Terms of use and privacy policy: How to guarantee transparency not accepted? 2015. 
Available at: <http://www.parceirolegal.com/blog/termos-de-uso-e-politica-de-privacidade-como-garantir-mais-tran>. Accessed on July 
18, 2016.
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An example of innovation in this area is the one presented by Nubank, an im-
portant Brazilian fintech35 that provides credit card services in a commercial scale. The 
Nubank Card Agreement36 is preceded by a summary with key points about the service, 
clearly and succinctly elaborated, on a single page, facilitating access to information by 
its user. However, the company claims that the abstract does not exempt the reading of 
the whole contract.

Another possible measure, in the long run, is raising awareness of these issues 
in the school education of students, teaching early users to use the internet more safely 
and appropriately. Alerting young people about the importance of terms established in 
online relationships, as well as their main tools, will allow for more conscious users, with 
a different and distinct perspective regarding terms of use in the future.

A project in this direction began to be developed in 2007 in Uruguay: the Ceibal 
Plan (Education Connectivity of Basic Computing for Online Learning), inspired by the 
ideas of the professor of the Massachusetts Institute of Technology (MIT), Nicholas Ne-
groponte, creator of the project “One Laptop per Child”. The Ceibal Plan aims not only to 
bring internet access to children and adolescents from public schools, but also to teach 
them how to use the world wide web in a safe and appropriate way.37

In this project, students receive a laptop or tablet (according to age) with free 
access to educational sites, programs and games, which will help them in class, home-
work and family activities. The Ceibal Plan also aims to develop students’ critical thinking, 
seeking to educate citizens aware of their rights and duties, which is fundamental to this 
theme. It is important for users to understand the meaning and consequences of clicking 
on “I have read and accept the terms and conditions” so that it is an effectively conscious 
act.

Choice of Forum clauses
The parties involved in a legal deal may agree among themselves, choosing a 

forum to resolve any disputes arising from the contract. In the context of the internet, it 
is common for these contracts to involve international elements, and it is therefore im-
portant that the parties be able to choose the law to be applied, as a way of guaranteeing 
greater legal certainty to the relationship. This is usually done by means of a choice of 
forum clause, which determines which law will be considered to resolve any and even-
tual disputes.

Analyzing different types of terms of use of the main virtual companies, there 
are three ways to solve conflicts: i) companies that delegate to the Law and choose the 
courts of the user’s country to resolve the legal disputes; ii) companies that choose the 
Law and the specific courts of a country in which disputes will be held, which is different 
from the user’s country of residence or incorporation, or domicile; iii) and, finally, com-
panies that resort to arbitration, choosing the Law of a specific country as applicable to 
35 Fintech is a "segment of startups that create innovations in the area of financial services, with processes based on technology. 
Typically, these startups create new business models, in areas such as checking account, credit and debit card, personal and corporate 
loans, payments, investments, insurance, etc. " FINNOVATION. What is fintech. Available at: <http://finnovation.com.br/o-que-e-fin-
tech/>. Accessed on December 2, 2016.
36 Available at: <https://www.nubank.com.br/contrato/contrato-2017-fev-25/>. Accessed on December 2, 2016.
37 GUIA DAS CIDADES DIGITAIS. Plano Ceibal, do Uruguai, chega a todos os alunos e professores.  Available at: <http://www.
guiadascidadesdigitais.com.br/site/pagina/plano-ceibal-do-uruguai-chega-a-todos-os-alunos-e-professores>. Accessed on January 10, 
2016.
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solve the dispute.

The first way is illustrated by the terms of use of the streaming providers Netflix 
and Spotify . The first states in its terms of use that “These Terms of Use shall be gov-
erned by and construed in accordance with the laws of Brazil”38.

The section determines that disputes between Netflix and Brazilian users will be 
resolved according to the information expressed in the terms of use, always respecting 
and considering current law in Brazil. The streaming music service Spotify presents in its 
terms of use similar situation for the countries listed below:39

24 Choice of law, binding and local arbitration; 24.1 Current Law / Jurisdiction: Unless required 
by mandatory law of a Member State of the European Union or any other jurisdiction, the Agree-
ments (and any non-contractual disputes / claims arising out of or in connection with them) are 
subject to the laws of the state or country listed below, regardless of the choice or conflicts of 
legal principles. In addition, you and Spotify agree to the jurisdiction of the courts listed below 
to resolve any dispute, claim or controversy arising in connection with the Agreements (and any 
non-contractual disputes / claims arising out of or in connection with them). (In some cases, such 
jurisdiction will be “exclusive”, which means that courts of no other country may preside over the 
matter; have jurisdiction; in other cases, jurisdiction is “non-exclusive”, which means that courts of 
other countries may also have jurisdiction. This is indicated in the table below.)

COUNTRY APPLICABLE LAW SITUATION
Canada Laws of the Province of 

Ontario
Exclusive; Courts of Ontar-

io, Canada

Brazil Laws of Brazil
Exclusive; state and fed-
eral courts of São Paulo, 
State of São Paulo, Brazil

United States State of California, United 
States

Exclusive; state and feder-
al courts of San Francisco 
County, California or New 

York, New York

Spain Laws of Spain
Exclusive; courts of the 
current domicile of the 

consumer in Spain
 
 The second formula can be found in terms of use of the main social networks 
used in the world. These terms of use establish that any conflict between users and 
the company providing the virtual service shall be resolved in courts of the state of 
California, considering the applicable law in force in that state. Facebook establishes in 
its terms of use that:

38 NETFLIX. Netflix Terms of Use. Available at: <https://help.netflix.com/legal/termsofuse?locale=en&country=BR>. Accessed 
on January 10, 2017.
39 SPOTIFY. Terms and conditions of use of Spotify. Available at <https://www.spotify.com/legal/end-user-agreement/#s24>. 
Accessed on January 10, 2017.
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15. Disputes: 1. You will resolve any claim, cause of action or dispute (claim) arising out of or re-
lating exclusively to this Statement or to Facebook in the US District Court, the Northern District 
of California, or a state court located in the county of San Mateo, and you agree to submit to the 
personal jurisdiction of such courts for the purpose of pleading all such claims. The laws of the 
state of California govern this Statement, as well as any claims that may arise between you and us, 
regardless of any conflict of law provisions.40

The third formula can be observed on shopping websites like Amazon and eBay. 
Amazon’s terms of use state that:

Applicable Law: By using any Amazon Service, you agree to the Federal Arbitration Act, the appli-
cable federal law, and the laws of the state of Washington, without recourse to the principles of 
conflict of laws, which will govern these Conditions of Use and any dispute That may arise between 
you and Amazon.41

The terms of use of eBay determine:

A. Applicable Law: You agree that, excluding any inconsistency of extension with or precluded by 
federal law, the laws of the state of Utah, without recourse to the principles of conflict of laws, 
which will govern the User Agreement and any claim or dispute that has arisen or may arise be-
tween you and eBay, except as otherwise indicated in the User Agreement. B. Arbitrage Agree-
ment: You and eBay agree that any and all disputes or conflicts that arise or may arise between 
you and eBay, in any way or arising out of or in any previous versions of the User Agreement, you 
use or access the Services of eBay, or any product or service sold, offered or purchased through 
eBay Services, will be resolved exclusively by final and binding arbitration, rather than by court.42

As it can be observed, both elect arbitration as a mechanism to resolve their con-
flicts, deciding not only which law will be used (in the case of Amazon and eBay, US law 
of the federated states of Washington and Utah).

These contractual clauses are unilaterally established as a way to protect the 
interests of companies in future disputes with users. Users should know what form of 
dispute resolution is contained in the terms of use so that they are fully aware of ben-
efits and harmful clauses in the case of disputes, in addition to the costs implicated the 
process. For them to ponder over these aspects, however, it is necessary that the terms 
of use be read carefully and meticulously.

40 FACEBOOK. Statement of Rights and Responsibilities. Available at: <https://www.facebook.com/legal/terms>. Accessed on 
January 10, 2017.
41 AMAZON. Conditions of Use. Available at: <http://www.amazon.com/gp/help/customer/display.html?nodeId=508088>. 
Accessed on January 10, 2018.
42 EBAY. EBay User Agreement. Available at: <http://pages.ebay.com/help/policies/user-agreement.html>. Accessed on January 
10, 2017.
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3. Electronic contracts in Brazil
Terms of use are usually treated as contracts in Brazil. It is necessary to analyze 

whether the terms of use have, in fact, contractual validity according to the Brazilian 
legal system. In the field of Civil Law, the contracts are included in the category of legal 
business, which according to Caio Mário da Silva Pereira, are “declarations of will intend-
ed to produce legal effects wanted by the agent”43.

This definition is essential for the terms of use to be considered legal businesses, 
since the user must assent (declare his will), so that he can use an internet service, which 
produces foreseen effects in the contract by the agent (user).

Once the terms of use have been defined as legal business, they present certain 
requirements of validity. According to the Brazilian Civil Code of 2002, legal business 
presents requirements of subjective (capacity) and objective (object and form) validi-
ty: agents’ capacity, legal, possible, determinate or determinable object; And form pre-
scribed or not prohibited by law (article 104)44.

The requirement of subjective order concerns the capability of the agent. Ac-
cording to the Brazilian Civil Code of 2002, in article 3, those under sixteen years of age 
are absolutely incapable of personally exercising acts of civil life.45 With the new Statute 
of the Person with Disabilities,46 however, only those under the age of 16 became abso-
lutely incapable. According to Carlos Roberto Gonçalves:

Absolute incapacity entails a total prohibition of the exercise and of the right itself. The act can only 
be practiced by the legal representative of the absolutely incapable. Failure to comply with this 
rule results in the nullity of the act, pursuant to art. 166.1 of the Civil Code47.

Still according to Gonçalves48:

Relative incapacity allows the incapable to practice acts of civil life, provided that assisted by its 
legal representative, under penalty of annulability (CC, art 171.1). Certain acts, however, may be 
practiced without the assistance of the legal representative, such as witnessing (Article 228.1), 
accepting a mandate (Article 666), making a will (Article 1,860, sole paragraph), exercising jobs, 
(Article 5, sole paragraph, III), to marry (article 1,517), to be a voter, to enter into a contract of em-
ployment, etc.

Thus, according to the Brazilian Civil Code, only the absolutely incapable do not 
satisfy the subjective requisite of validity in legal transactions, such as to sign an internet 
service contract, or to agree with the the terms of use. Thereby, according to the require-
43 PEREIRA, Caio Mário da Silva. Instituições de Direito Civil / Atual. Maria Celina Bodin de Moraes. Pages: 399 – 400. 29th. 
Ver. and updated. Rio de Janeiro: Forense, 2016. 
44 BRAZIL. Law nº 10.406, of January 10, 2002. Available at: <http://www.planalto.gov.br/ccivil_03/leis/2002/L10406.htm>. 
Accessed on July 28, 2016.
45 BRAZIL. Law nº 10.406, of January 10, 2002. Available at: <http://www.planalto.gov.br/ccivil_03/leis/2002/L10406.htm>. 
Accessed on July 28, 2016.
46 BRAZIL. Law nº 13.146, of July 6, 2015. Available at: <http://www.planalto.gov.br/ccivil_03/_ato2015-2018/2015/Lei/L13146.
htm>. Accessed on January 10, 2016.
47 GONÇALVES, Carlos Roberto. Direito civil brasileiro, volume 1 – parte geral.  Page: 111. 8th edition. São Paulo: Saraiva, 
2010.
48 GONÇALVES, Carlos Roberto. Direito civil brasileiro, volume 1 – parte geral.  Page: 111. 8th edition. São Paulo: Saraiva, 
2010.
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ment of subjective validity, for the terms of use to have legal effectiveness, it is necessary 
that the user be fully capable or relatively incapable.

Before analyzing the validity requirements of an objective order, one should clar-
ify what is an object of the legal business. In the case under analysis, by object must be 
understood the service provided by the company, which, in general, is previously de-
fined in the terms of use. Provided the service (object) is lawful, possible, determined or 
determinable (article 104, II, Brazilian Civil Code of 2002), the term of use presented by 
the company shall be considered valid.

Regarding the requirement of lawfulness, Pablo Stolze49 observes that: “lawful-
ness translates the idea of   being the object within the field of normative permissibility, 
which means to say that it is not prohibited by law and morality”. Accordingly, the object 
must be determined or determinable, that is: in concluding a business, the object to be 
dealt with must be determined, and a legal transaction is not possible without object or 
with an indeterminable object. Finally, the object must have form, which, according to 
Caio Mario, “is the technical means that the law establishes for the exteriorization of the 
will”50.

As the companies themselves clarify, with regard to using an internet service, the 
terms of use should be understood as documents, which give them validity according to 
the Civil Code. Therefore, analyzing exclusively the validity requirements of a legal busi-
ness in accordance with Brazilian Civil Law, the terms of use must be considered valid. 
Another could be the result if the terms of use are analyzed according to foreign law 
indicated as applicable (for example: the terms of used adopted by Amazon and Ebay, 
cf. item 2 supra).

Finally, it is possible to establish the analysis of the legal business from the point 
of view of the effective declaration of the agent’s will, a fundamental assumption for the 
constitution of a legal agreement. Some questions arise with regard to the declaration 
of defective will.51

Irregularities of a legal agreement can be divided into two modalities: vices of 
consent and social vices. According to Pablo Stolze:

These are the defects of legal business, which are classified as vices of consent — those in which 
the will is not expressed in an absolutely free way — and social vices — in which the expressed will 
does not in fact have the pure intention and good faith it states.

According to this analyses, it is possible to evaluate the terms of use from the 
perspective of the “vices of consent”, which act precisely on the agreement of the user; 
they explore the multiple behavioral, social and international facets involving the prac-
tice of legal agreements. 

49 GAGLIANO, Pablo Stolze. Novo curso de direito civil, volume 1: parte geral / Pablo Stolze Gagliano, Rodolfo Pamplona Filho. 
Página: 338. — 14th edition. revised, updated and expanded. — São Paulo: Saraiva, 2012.
50 PEREIRA, Caio Mário da Silva. Instituições de Direito Civil / Atual. Maria Celina Bodin de Moraes. Página: 409. 29th edition. 
Ver. and updated. Rio de Janeiro: Forense, 2016.
51 According to Caio Mário: "The presupposition of the legal business is the declaration of the agent's will, in accordance with 
the legal norm, and aiming at producing legal effects. Specific element is, then, the emission of will. If it fails, it does not constitute. On 
the contrary, if it exists, it originates the legal business." (Free translation) PEREIRA, Caio Mário da Silva. Instituições de Direito Civil / 
Atual. Maria Celina Bodin de Moraes. Página: 409. 29th edition. Ver. and updated. Rio de Janeiro: Forense, 2016.
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Consent vices can be divided into error, deceit, and coercion, but for this analysis 
only the error focus will be considered.52 The Civil Code of 2002, chapter IV (of the defects 
of the legal business), section I, deals with situations involving error or ignorance, estab-
lishing in article 138 that:

Art. 138. Legal business is nullable when declarations of will emanate from a substantial error 
that could be perceived by a normal due diligence person in the face of the circumstances of the 
business.

That is, if the user claims not to read the terms of use, either because of the lack 
of understanding of the language used or another reason relating to the circumstances 
of the business, it is possible to end the contract, because there is no effective declara-
tion of will at the time of establishment of the agreement. juridic business. Caio Mario 
da Silva Pereira warns about the confusion between the terms “error” and “ignorance”:

The code of 2002, reproducing the previous (1916), considers, under the same epigraph of error 
and ignorance. Ontologically they are not mix. In error there is a distortion of knowledge regarding 
the circumstances surrounding the manifestation of will. Ignorance matters in the unfamiliarity of 
what determines the declaration of will. Legally, however, there is no distinction.53

Error or ignorance encompass situations related to terms of use: non-under-
standing of those who read it, due to complex legal language, and ignorance to those 
who do not read it. 

According to the mechanisms analyzed from the Brazilian Civil Code, when ap-
plied to the legal relation between the user and the service provider, the terms of use 
may have their legal validity questioned, especially in those cases where they are already 
agreed upon by means of a defective declaration of will.

Qualification of the legal relations between users and 
technology companies

Consumer relationship or services?
In Brazilian law, the legal relationship of consumption is established by the com-

position of supplier and consumer on opposite sides, with an object of product or ser-
vice, as can be seen from the analysis of articles 2 and 3 of the CDC.54 

As suppliers are considered all those who favor the offer of products and ser-
vices in the consumer market, so as to meet the needs of consumers, and it is difficult to 
ask for what title.55

52 According to Caio Mário: "The most elementary of the vices of consent is error. When the agent, by ignorance or false knowl-
edge of the factual circumstances, acts in a way that would not be his will, if he knew the true situation, he is said to proceed with error. 
" PEREIRA, Caio Mário da Silva. Instituições de Direito Civil / Atual. Maria Celina Bodin de Moraes. Page: 434. 29. ed. Rio de Janeiro: 
Forense, 2016.
53 PEREIRA, Caio Mário da Silva. Instituições de Direito Civil / Atual. Maria Celina Bodin de Moraes. Pages: 434. 29. ed. Rio de 
Janeiro: Forense, 2016.
54 SILVA, Michael César; SANTOS, Wellington Fonseca dos. O Direito do Consumidor nas relações de consumo virtuais. Revis-
ta da Faculdade Mineira de Direito, v.15, n. 30, july/december, 2012, p. 124.
55 GRINOVER, Ada Pellegrini et al. Código brasileiro de defesa do consumidor: comentado pelos autores do anteprojeto. 9. ed. 
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The consumer category, in turn, has his concept linked to the idea of vulnera-
bility, expressed in article 4, caput, I, of the CDC.56 According to Leonardo de Medeiros 
Garcia,57 consumer vulnerability can be understood by an imbalance between the par-
ties in several aspects, such as technical, legal and phatic, for example. For Cláudia Lima 
Marques,58 there is also the informational vulnerability, even more pronounced in the 
reality of online consumption, due to the expansion of supply, information and technical 
imbalance.59

The category of a product or service is developed in article 3, paragraphs 1 and 2 
of the CDC60 with broad scope, considering any good or activity provided in the consum-
er market, for remuneration.

Cláudia Lima Marques defends consumer protection as a fundamental right in 
the Brazilian legal system,61 under the terms of art. 5, item XXXII, of the Federal Constitu-
tion. This protection materializes by means of state intervention, in order to guarantee 
the balance between the parties in the contract. As an example of this, the consumer 
legislation has adopted the strict liability of the supplier, according to article 12, caput, 
of the CDC;62 in it, is up to the consumer to prove only the damage and the causal link so 
responsibility is attributed to the supplier.

One of the ways of intervention by the State in order to guarantee contractual 
equilibrium is the limitation of freedom of choice by means of an imperative norm63 and 
of public order,64 such as the Code of Consumer Protection. 

As argued by some authors, the consequence is that consumer legislation is com-

Rio de Janeiro: Forense Universitária, 2007, p. 47.
56 Article 4: The purpose of the National Consumer Relations Policy is to meet the needs of consumers, respect for their dignity, 
health and safety, protection of their economic interests, improvement of their quality of life, and transparency and harmony of con-
sumer relations, following the following principles: I - recognition of consumer vulnerability in the consumer market. BRAZIL, Law 
8.078, of September 11, 1990. Provides for consumer protection and other measures. Available at: <http://www.planalto.gov.br/cciv-
il_03/leis/L8078.htm>. Accessed on January 12, 2017.
57 GARCIA, Leonardo de Medeiros. Direito do Consumidor: Código comentado e jurisprudência. 4. ed. Niterói, RJ: Impetus, 
2008, p. 17.
58 BENJAMIN, Antônio Herman V.; MARQUES, Claudia Lima; BESSA, Leonardo Roscoe. Manual de Direito do Consumidor. 
2ª ed., São Paulo: Revista dos Tribunais, 2008, p. 77.
59 "The partner-consumer is attracted either by aggressive marketing methods ... or by reduced prices (discounts, reduction in 
taxes, free shipping, etc.), by the sense of adventure (by games, bets, prizes), or by ignorance of the difficulties in transnational transac-
tions (lack of language knowledge to understand supply or publicity, myth of superior quality of imported products, novelty-products, 
unknown in emerging countries, lack of legal advice or a legal the negotiation, confidence that the brand will have after-sales services in 
their country etc.). " MARQUES, Cláudia Lima. A insuficiente proteção do consumidor nas normas de Direito Internacional Privado: 
da necessidade de uma Convenção Interamericana (CIDIP) sobre a lei aplicável a alguns contratos e relações de consumo, 2007, p. 6. 
Available at: <https://goo.gl/0B0McM>.
60 Art. 3º § 1 Product is any good, movable or immovable, material or immaterial. Paragraph 2 - Service is any activity provided 
in the consumer market, for remuneration, including those of a banking, financial, credit and security nature, except for those arising 
from labor relations. BRAZIL, Law 8.078 of September 11, 1990. Provides for consumer protection and other measures. Available at: 
<http://www.planalto.gov.br/ccivil_03/leis/L8078.htm>. Accessed on January 12, 2017.
61 MARQUES, Cláudia Lima. Direitos básicos do consumidor na sociedade Pós-Moderna de serviços: o aparecimento de um 
sujeito novo e a realização de seus direitos. Revista de Direito do Consumidor nº35, São Paulo, p.74 e 75.
62 Art 12: The manufacturer, the producer, the manufacturer, the national or foreign manufacturer, and the importer shall, 
regardless of the existence of fault, compensate consumers for defects resulting from design, manufacture, construction, assembly, for-
mulas, manipulation, presentation or packaging of its products, as well as for insufficient or inadequate information on its use and risks. 
BRAZIL, Law 8.078 of September 11, 1990. Provides for consumer protection and other measures. Available at: <http://www.planalto.
gov.br/ccivil_03/leis/L8078.htm>. Accessed on January 12, 2017.
63 The CDC standards are imperative. This character is more present in the field of nullities of its Article 51. It is that the conclu-
sion of any contract, where it reveals the disobedience to a right assured to the consumer, the sanction is the absolute nullity and not the 
simple nullity relative. On this, cf. KHOURI, Paulo R. Roque A. Consumer protection in Brazil in international contracts. In: Legisla-
tive information magazine, vol. 41, n. 164, 2004, p. 65-86. Available at: <http://www2.senado.leg.br/bdsf/item/id/1008>. Accessed on 
December 12, 2017.
64 If consumer protection, in addition to setting up a fundamental right, acts as an informing element of the economic order 
itself, limiting the freedom of the market itself, it would be practically impossible in the Brazilian case to conclude in the opposite 
direction: consumer protection is not part of Brazilian public order. In this sense, one can also anticipate the conclusion, that consumer 
protection is also part of international public order, as will be seen below. Idib.
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posed of rules of immediate application, as a kind of privilege of the law of the forum (lex 
fori).65 It prevents the consumer, as part of the economic community, from suffering any 
diminution of their rights by the economically stronger contractor,66 where the applica-
tion of foreign law is manifestly incompatible:

It is not a simple difference in treatment of the Brazilian consumer protection law in relation to 
the lex causae that authorizes the activation of said reservation. This will only be triggered, excep-
tionally, in order to guarantee a minimum protection to the Brazilian consumer, when the result 
obtained with the conflicting method is intolerable in the Brazilian forum, upon the reservation of 
international public order. However, this control of material solution against the recourse to the 
international public order reservation is made retrospectively, without prejudice to the conflicting 
method.67

However, the qualification of relations as consumerists is even more question-
able in the scope of electronic contracts, especially with respect to the object being re-
garded or not as goods or service. Bruno Miragem and Cláudia Lima Marques, when dis-
cussing sharing economics, argue that the characterization of the consumer relationship 
in this context requires professional organization or the habitual exercise of the activity 
to obtain profit.68 In these cases, the Code of Consumer Protection should be applied, 
which in itself represents a guarantee to consumers.

It must be said, however, that the profit making by the technology company is 
not always associated with the direct and monetary form of payment by the user. In the 
case of social networks for example, users do not make payments for the use of their 
accounts. This does not mean, however, that the platforms are not for profit. Content 
and application providers receive remuneration in other ways, including by means of ad-
vertising campaigns made for their users, without them choosing to have them or not.69

The Brazilian Higher Court of Justice (STJ) has already ruled that the remunera-
tion dealt with in article 3, §2 of the CDC does not necessarily have to be economic, if 
any benefit is acquired by the supplier, as is the case of indirect remuneration earned by 
social networks.70

In this sense, a case involving Facebook and a French teacher in 2011 became 

65 Idib, p. 27.
66 Idib, p. 31
67 Idib, p. 82.
68 The criterion for the exact distinction of these situations lies in the very content of the service offered by the website or inter-
net application, which, as a rule, once the viability of the offer of products and services in the consumer market, attracts the incidence 
of the Code of Defense of the Consumer and characterizes the one who exploits it as a service provider (Article 3). [...] In our opinion, 
however, the recognition of the application of the Consumer Defense Code to the provision of internet applications in general (article 7, 
XIII, of Law 12.965 / 2014 - Internet Civil yes, a guarantee to the consumers of products and services, including the models of collab-
orative consumption in which the one that promotes the intermediation acts professionally." MIRAGEM, Bruno; MARQUES, Cláudia 
Lima. Economia do compartilhamento deve respeitar os direitos do consumidor. Consultor Jurídico, 2015. Available at: <http://www.
conjur.com.br/2015-dez-23/garantias-consumo-economia-compartilhamento-respeitar-recruitments-consumidor>. Accessed on Janu-
ary 12, 2017.
69 AMARAL. Ana Carolina Resstel do. A aplicação do CDC nas redes sociais. Available at: <http://www.tecnologiaedireito.com.
br/?p=7134>. Accessed on January 14, 2017.
70 THE SERVICE. INDIFFERENCE. RESEARCH PROVIDER. PREVIOUS FILTERING OF SEARCHES. UNNECESSITY. 
RESTRICTION OF RESULTS. NO-CABIMENTO. PUBLIC CONTENT. RIGHT TO INFORMATION. 1. The commercial exploitation 
of the Internet subjects the consumer relations resulting from Law No. 8,078 / 90. 2. The fact that the service provided by the Internet 
service provider is free does not distort the consumption relationship, since the term "for remuneration", contained in art. (STJ - REsp: 
1316921 RJ 2011 / 0307909-6, Rapporteur: Minister NANCY ANDRIGHI, Date of adoption of the Convention on the Rights of the 
Child of Judgment: 26/06/2012, T3 - THIRD CLASS, Publication date: DJe 29/06/2012). Available at: <https://ww2.stj.jus.br/processo/
revista/inteiroteor/?num_registro=201103079096&dt_publicacao=29/06/2012>. Accessed on January 14, 2017.
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worldwide known.71 The professor had his Facebook account suspended for five years, 
without prior notice, after publishing a photograph of Gustave Coubert’s “The Origin of 
the World” (1866). This is because the website considered the content published as an 
infringement of the general terms of use, disregarding the artistic nature of the work.

The French courts considered the legal relationship between the user and Face-
book subjected to French rules of consumer protection. Applying the French law, they 
considered the clause abusive and therefore null the choice of forum clause provided 
in the terms of use of the website,; this due to the fact that Facebook’s terms of use, by 
means of the forum clause, defined the exclusive jurisdiction of the US courts to settle 
any disputes with users.

Thus, on the basis of the contractual balance between the parties and the need 
to guarantee access to justice for French users, the Court of Paris recognized itself com-
petent to hear and judge the matter, asserting jurisdiction of the French State in this 
case.

Consumer protection and the Brazilian Bill of Internet 
Rights

Law No. 12,965, of April 23, 2014, also known as the Marco Civil of the Internet, 
establishes principles, guarantees, rights and duties for the use of the internet in Brazil72. 
Because of this principiological character, Marco Civil does not establish specific rules 
on the terms of use or choice of forum clauses, nor does it qualify the legal relationship 
between users and tech companies. 

However, it is important to highlight that the Brazilian Bill of Internet Rights es-
tablishes grounds, rights and guarantees applicable to these matters.

Article 2, item V, of the law establishes consumer protection as one of the foun-
dations of the internet discipline in Brazil. In addition, it determines, in Article 7, item 
XIII, as the user’s right the “application of consumer protection and defense norms in 
consumer relations conducted on the internet”, recognizing the existence of a consumer 
relationship in contracts signed online and the application of the consumer protection 
legislation. In article 7, item VI, Marco Civil establishes as right and guarantee of the user:

Article 7 Access to the internet is essential to the exercise of citizenship, and the user is guaranteed 
the following rights:

VI - clear and complete information contained in service contracts, detailing the regime of pro-
tection of connection records and records of access to internet applications, as well as network 
management practices that may affect its quality.73

The requirement of clarity of information to the user is in accordance with what 
is established in clause XI of the same article,74 which establishes to internet connection 
71 Case nº 15/08624, Court of Appeal of Paris, decision of February 12, 2016.
72 Article 1, caput, of the Brazilian Internet Bill of Rights. BRAZIL. Law No. 12,965 / 14. Establishes principles, guarantees, rights 
and duties for the use of the Internet in Brazil. Available at: <http://www.planalto.gov.br/ccivil_03/_ato2011-2014/2014/lei/l12965.htm>. 
Accessed on 28 July 2016.
73 BRAZIL. Law No. 12,965 / 14. Establishes principles, guarantees, rights and duties for the use of the Internet in Brazil. Avail-
able at: <http://www.planalto.gov.br/ccivil_03/_ato2011-2014/2014/lei/l12965.htm>. Accessed on 28 July 2016.
74 Article 7 - Access to the internet is essential to the exercise of citizenship, and the user is guaranteed the following rights: XI 
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and application providers the duty of publicity and clarity of possible terms of use.

The Brazilian Bill of Internet Rights continues to establish how companies should 
connect to users over the internet, providing about privacy and data protection policy:

i) Article 7, item VIII: determines the need for clear and complete information on collection, use, storage, pro-
cessing and protection of personal data, in addition to limiting the use of these data by the company; 

ii) Article 7, item IX: expresses the need for express consent regarding the collection, use, storage and pro-
cessing of personal data, which should occur in a prominent way of the other contractual clauses; 

iii) Article 7, item X: establishes the right of users to obtain the definitive exclusion of their personal data by 
companies and providers.

In this way, by means of this normative core, predominantly centered in posi-
tive directives and derived obligations, the Brazilian Bill of Internet Rights not only rec-
ognizes the legitimacy of the terms of use, but also establishes a minimum rule when 
determining legal obligations for companies and providers. From its article 7, mainly, 
the obligation to provide clear and complete information to users is clear, as well as to 
protect their privacy and intimacy, since there is usually the transfer of personal data in 
the provision of services.

What does the New Code of Civil Procedures predicts
The New Code of Civil Procedure (Law No. 13.105/2015) deals with the limits 

of national jurisdiction in Articles 21 to 25. Compared to the previous code, the New 
Code extended the hypotheses of exclusive and concurrent jurisdiction, providing for 
new possibilities of action for the Brazilian Judiciary on issues involving foreign elements, 
thereby increasing access to justice, a principle established in article 5, paragraph XXXV, 
of the Brazilian Federal Constitution.

Articles 21 and 22 of the New Code raise the possibility of competing interna-
tional jurisdiction of the Brazilian courts.75 Among the circumstances that attract Bra-
zilian non-exclusive jurisdiction are: the defendant’s domicile in Brazil - considering as 
domiciled in Brazil the foreign legal entity that has an agency, subsidiary or branch in 
the country (article 21 sole paragraph); the obligation to be fulfilled in Brazil; act or fact 
practiced in Brazil; consumer relationship; when the consumer is domiciled or resident 
in Brazil; and when the parties expressly or tacitly submit to national jurisdiction. The 
latter is an hypothesis of choice of forum, when the international contract provides that 
the case should be tried by Brazilian courts.

In the event of any of these circumstances, a Brazilian judge may receive and 
adjudicate the case in a non-exclusive manner, since there is no obstacle for foreign 

- publicity and clarity of possible policies of use of internet connection providers and internet applications. BRAZIL. Law No. 12,965 / 
14. Establishes principles, guarantees, rights and duties for the use of the Internet in Brazil. Available at: <http://www.planalto.gov.br/
ccivil_03/_ato2011-2014/2014/lei/l12965.htm>. Accessed on December 15, 2016.
75 According to Fredie Didier, this entails the following: [...] these cases may also be tried by foreign courts. The sentence ren-
dered abroad will be effective in Brazilian territory, provided it is approved by the STJ, according to various criteria, such as: does not of-
fend Brazilian sovereignty, has been issued by competent authority, is effective in the country where it was issued, etc. (article 963, CPC). 
DIDIER JR, Fredie. Curso de Direito Processual Civil: Introdução ao Direito Processual Civil, Parte Geral e Processo de Conhecimento. 
17ª ed. Salvador: Ed Jus Podvm, 2015, p.213.



22

courts to do so (non-exclusive jurisdiction). In this case, the sentence issued outside the 
national territory may be homologated in Brazil.

In the case of choice of foreign forum, the New Code establishes, in its article 25, 
that the Brazilian court is not competent to receive and adjudicate a case involving an 
international contract with a foreign-only jurisdiction clause, except in cases of exclusive 
international competence, as provided in the first paragraph of that article.76

The hypotheses of exclusive jurisdiction are specified in article 23 of the New 
Code, which means that any “foreign judgment rendered in such cases has no effect on 
Brazilian territory; it will be an act without any importance. Under these circumstances, 
there is no way to ratify it in Brazil”77. These hypotheses relate to real estate located in 
Brazil, matters of hereditary succession of assets located in Brazil, or sharing of assets 
located in national territory. If none of these three hypotheses are involved, the New 
Code recognizes the possibility that the international contract may elect a foreign court 
to process the case or demand, in which case the Brazilian courts will be incompetent.

The autonomy of the parties is therefore preserved without distinguishing be-
tween the aims of the contracts, as does the Hague Convention on Choice of Court of 
2005 mentioned above, which excludes their application to legal business for “personal, 
family or domestic purposes (a consumer)” and “relating to employment contracts”78.

The jurisdiction of the chosen foreign court is, however, relative, since the article 
itself states that the incompetence of the Brazilian court depends on the defendant’s ar-
gument of it in the defense piece.79 Not being alleged by the defendant, the jurisdiction 
of the Court where the case has been proposed is extended, and can not be recognized 
ex officio.

The choice a foreign forum by an international contract must also comply with 
the requirements set forth in article 63 of the New Code, which requires it to occur in 
writing and expressly referring to a particular legal business.80 In addition, it binds the 
heirs and successors of the parties (second paragraph of the same article) and, if abu-
sive, can be recognized ex officio by the court before a subpoena (third paragraph) or 
alleged by the defendant, under penalty of estoppel (fourth paragraph).

Abusiveness of a choice of forum clause according to 
Brazilian Courts

As a general rule, the relative incompetence cannot be declared by the court ex 

76 Article 25, paragraph 1: "The provisions in the caput do not apply to the cases of exclusive international jurisdiction foreseen 
in this Chapter". BRAZIL. Law 13.105 / 2015 of March 16, 2015, Code of Civil Procedure. Available at: <https://www.planalto.gov.br/
ccivil_03/_ato2015-2018/2015/lei/l13105.htm>. Accessed on December 13, 2016.
77 DIDIER JR, Fredie. Curso de Direito Processual Civil: Introdução ao Direito Processual Civil, Parte Geral e Processo de Con-
hecimento. 17ª ed. Salvador: Ed Jus Podvm, 2015, p.213.
78 Hague Convention on Forum Choice Agreements. Article 2 Available from <https://www.hcch.net/en/instruments/conven-
tions/full-text/?cid=98>. Accessed on December 14, 2016.
79 This assertion is based on Fredie Didier's teachings concerning (in) relative and absolute competence: "Relative incompetence 
can only be argued by the defendant, in the defense, under penalty of estoppel and extension of the jurisdiction of the judgment, not 
and the magistrate may recognize it ex officio (sentence n.33 of the summary of the STJ jurisprudence). The Public Prosecution Service 
may allege relative incompetence in the cases in which it acts (as a prosecutor of the legal order, be clarified, despite the laconism of the 
legal text - article 65, par. [...] The parties may voluntarily modify the rule of relative jurisdiction, either by the election forum (article 
63, CPC) or by the non-allegation of relative lack of competence (article 65, caput, CPC).DIDIER JR, Fredie. Curso de Direito Processu-
al Civil: Introdução ao Direito Processual Civil, Parte Geral e Processo de Conhecimento. 17ª ed. Salvador: Ed Jus Podvm, 2015, p.206.
80 Article 63, paragraph 1: "The election of a forum shall only take effect when it appears in a written instrument and expressly 
alludes to a particular legal transaction." BRAZIL. Law 13.105 / 2015 of March 16, 2015, Code of Civil Procedure. Available at: <https://
www.planalto.gov.br/ccivil_03/_ato2015-2018/2015/lei/l13105.htm>. Accessed on December 13, 2016.
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officio, as set forth in the STJ’s binding precedent 33.81 Article 63 of the New Code of Civil 
Procedure, however, excludes this rule, determining that, if there is a choice of forum 
clause considered abusive, it may be considered ineffective ex officio by the judge.82 Not 
doing so, “it is for the defendant to allege the abusiveness of the choice of forum clause 
in the defense, under penalty of preclusion”83.

It is important to emphasize that the New Code of Civil Procedures does not 
require that this particular clause be included in a standard contract - although this is 
the case of the terms of use. It is enough that it is considered abusive so that it can be 
declared ineffective by the court.

The abusiveness of a choice of forum clause demands the analysis of factual ele-
ments. According to several of STJ’s rulings,84 this orientation can be observed:

COMPETENCE. CHOICE. FORUM.  ABUSIVITY. The court decided that in the event that a company 
with subsidiaries in several localities signs a contract with consumers domiciled therein, with prior 
clauses, choosing its headquarters as the forum for future and possible demands, it is possible to 
evaluate, from the outset, the intention of the supplier to restrict adherent consumer protection. 
Hence, the basis adopted by the ordinary courts, i.e. the existence of a legal relationship 
governed by the CDC, does not in itself determine that the clause governing the choice of fo-
rum is abusive. Thus, in part, the appeal to determine that the court of origin analyzes the forum 
chosen by the parties under the terms proposed, in order to better examine whether such 
clause makes it difficult for the insured party to have access to the Judiciary. In addition, it 
is forbidden, in special way, to verify the abusiveness of the choice of forum clause in the terms 
proposed, for demanding the analysis of factual elements. Precedents cited: REsp 56.711-SP, 
DJ 20/3/1995; CC 64,524-MT, DJ 9/10/2006; REsp 403,486-SP, DJ 12/8/2002, and CC 30712-SP, DJ 
30/9/2002. REsp 1.089.993-SP, Rel. Min. Massami Uyeda, judged on 2/18/2010 (emphasis added)85.

According to STJ’s orientation, the assessment of the abusiveness of the choice 
of forum clause in a contract depends on a case-by-case analysis of the court (with an 
analysis of factual elements), in order to examine whether it would lead to a reduction 
in access to the Judiciary to one of the parties,even though it may exist, among them, a 
consumer relationship. It is possible to perceive this same position in some rulings of 
this court, which provide that “the choice of forum clause agreed, even without a con-
sumer nature, is null and void, in the event that it constitutes an obstacle to access to the 
Judiciary”86 ; on the other hand, “it is valid the choice of forum clause agreed upon in a 
commercial representation agreement, provided that there is no hypnosis between the 
parties or difficulty of access to justice”87.
81 "Relative incompetence for judgement cannot be declared ex officio." Summary 33 of the Superior Court of Justice. Available 
at: <http://www.stj.jus.br/docs_internet/VerbetesSTJ_asc.pdf>. Accessed on January 10, 2017.
82 Article 63, paragraph 3. BRAZIL. Law No. 13,105 of March 16, 2015. Code of Civil Procedure. Available at: <http://www.
planalto.gov.br/ccivil_03/_ato2015-2018/2015/lei/l13105.htm>. Accessed on January 10, 2017.
83 Article 63, §4º. Idib.
84 STJ Informative of Jurisprudence nº 0423. Available in: <https://ww2.stj.jus.br/jurisprudencia/externo/informativo/?ac-
tion=pesquisar&livre=@cod=%27423%27&op=imprimir&t=JURIDICO&p=true&l=10&i= 1>. Accessed on December 7, 2016.
85 In this regard, see STJ Informational No. 0423 regarding the judgments of the Third Class in the period from February 15 to 
19, 2010.
86 REGIMENTARY APPEAL IN SPECIAL REMEDY APPEAL. RURAL PRODUCT CODE. FORUM ELECTION CLAUSE. 
NULLITY. DIFFICULTY OF ACCESS TO JUSTICE. 1. The clause for the election of a negotiated forum, even without a consumerist 
nature, is null and void, in the event that it constitutes an obstacle to access to the Judiciary. 2. Verifying the validity of the forum selec-
tion clause in the contract between the parties depends on the interpretation of contractual clauses and on a provisional review, which 
attracts the application of Proceedings Nos. 5 and 7 / STJ. (STJ - AgRg in the REsp: 88089 MT 2011 / 0200009-6, Rapporteur: Minister 
RICARDO VILLAS BÔAS CUEVA, Judgment Date: 03/02/2015, T3 - THIRD COURT, Publication Date: DJe 2/6/2015).
87 REGIMENTARY APPEAL IN SPECIAL REMEDY APPEAL. COMMERCIAL LAW. CONTRACT OF COMMERCIAL 
REPRESENTATION. ELECTION FORUM. POSSIBILITY. SUSTAINED DEPENDENCY OR DIFFICULTY IN ACCESS TO JUSTICE. 
SUMMARY N. 7 / STJ. 1. The clause for the election of a forum agreed in a commercial representation agreement is valid, provided that 



24

4. Denial of Justice
The right of access to justice is an international right recognized by international 

treaties and conventions. The United Nations Covenant on Civil and Political Rights of 
1966, for example, ratified by Brazil and promulgated by Decree No. 592/92, provides in 
its article 2nd on the obligation of the State to guarantee access to an effective remedy 
in courts to any person whose rights and freedoms have been violated, as well as com-
pliance with the decision obtained.88

In the same vein is the American Convention on Human Rights of 1966 (Pacto de 
San José of Costa Rica), promulgated in Brazil through Decree No. 678/92.89 According 
to article 25 of the Convention, every person has the right to simple and prompt or ef-
fective recourse to the competent courts or tribunals, in protection against acts violating 
fundamental rights.90 A similar provision is found in the European Convention on Hu-
man Rights, in article 13.91 These rules assure a fundamental guarantee in the process, 
that also supports a basic right to full access to civil, criminal and administrative justice, 
among other areas in which complaints, suits and demands may be formulated. 

The Inter-American Court of Human Rights has already indicated, in the judg-
ment Corte Constitucional v. Peru,92 that access to justice constitutes not only one of the 
pillars of the international system of protection of the human person, but also one of the 
most fundamental bedrocks of the rule of law. Given its relevance, access to the judiciary 
must be ensured not only by formally established means, but in a truly effective way. 
Thus, the State has the burden of offering real and concrete possibilities of recourse to 
the judicial apparatus, removing any unjustified legal instrument or measure that ob-
structs or prevents people from accessing the Judiciary.93

The European Court of Human Rights (ECtHR) also supports this view. According 
to their orientation, the right of access to justice can not be restricted in such a way as 
to leave the victim completely deprived of the judicial means to ensure the protection 

there is no hypnosis between the parties or difficulty of access to justice. Precedent of the Second Section of the STJ. 2. It is impractica-
ble, in the case of a special appeal, to review the orientation established by the ordinary instances when based on the conviction of the 
judge in factual-evidentiary elements present in the self-intelligence of Súmula n. 7 of the STJ. 3. STATE AGRIGGED IN REsp: 992528 
RS 2007 / 0231218-7, Rapporteur: Minister JOÃO OTÁVIO DE NORONHA, Judgment Date: 04/05/2010, T4 - FOURTH COURT, 
Publication Date: DJe 17 / 05/2010).
88 “Article 2. 1. Each State Party to the present Covenant undertakes to respect and to ensure to all individuals within its territory 
and subject to its jurisdiction the rights recognized in the present Covenant, without distinction of any kind, such as race, colour, sex, 
language, religion, political or other opinion, national or social origin, property, birth or other status. 2. Where not already provided for 
by existing legislative or other measures, each State Party to the present Covenant undertakes to take the necessary steps, in accordance 
with its constitutional processes and with the provisions of the present Covenant, to adopt such laws or other measures as may be 
necessary to give effect to the rights recognized in the present Covenant. 3. Each State Party to the present Covenant undertakes: (a) To 
ensure that any person whose rights or freedoms as herein recognized are violated shall have an effective remedy, notwithstanding that 
the violation has been committed by persons acting in an official capacity; (b) To ensure that any person claiming such a remedy shall 
have his right thereto determined by competent judicial, administrative or legislative authorities, or by any other competent authority 
provided for by the legal system of the State, and to develop the possibilities of judicial remedy; (c) To ensure that the competent author-
ities shall enforce such remedies when granted.” International Covenant on Civil and Political Rights. Available at: <http://www.ohchr.
org/EN/ProfessionalInterest/Pages/CCPR.aspx> 
89 BRAZIL. Decree No. 678/92. It promulgates the American Convention on Human Rights (Pact of San José of Costa Rica). 
Available at: <http://www.planalto.gov.br/ccivil_03/decreto/D0678.htm>. Accessed on December 14, 2016.
90 American Convention on Human Rights. Available at: <https://www.cidh.oas.org/basicos/portugues/c.convencao_americana.
htm>. Accessed on December 14, 2016.
91 Article 13. Everyone whose rights and freedoms as set forth in this Convention are violated shall have an effective remedy 
before a national authority notwithstanding that the violation has been committed by persons acting in an official capacity. COUNCIL 
OF EUROPE. European Convention on Human Rights. Available at: <https://www.echr.coe.int/Documents/Convention_ENG.pdf> 
92 Available at: <www.corteidh.or.cr/docs/casos/articulos/seriec_198_en.doc>. Accessed on January 14, 2017.
93 ECtHR. Case of the Mayagna (Sumo) Community Awas Tingni v. Nicaragua, Judgment of August 31, 2001, ECtHR. Case 
of Ivcher Bronstein v. Peru, Judgment of February 6, 2001, pp. 53-53; ECtHR. Case of Cantos v. Argentina, Judgment of November 28, 
2002, p.27.
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of their rights.94 In the rulings of cases Beer and Regan v. Germany and Waite and Kennedy 
v. Germany, for example, the court pointed out that its decision on the closure of pro-
ceedings in Germany would not leave the victims legally forsaken, since they still had 
available procedural steps effectively accessible and capable of guaranteeing the right to 
reparation,95 in the case, since the plaintiffs could still appeal to the ESA Appeal Board.96 
It is clear that there is a concern of the ECtHR regarding the guarantee of access to jus-
tice, not leaving individuals without recourse to the Judiciary.

In light of those precedents, it may be concluded that any clauses in contracts 
- even private ones - that leave a contracting party without judicial recourse to any rem-
edy are illegal and must be declared void nacional courts of States on the basis of their 
obligation to guarantee access to justice.

Notwithstanding this, the ECtHR has repeatedly stated that it is not contrary to 
international human rights law the act by which a person, in the exercise of his or her 
free will, waives its own rights and procedural guarantees in a specific case.97 The par-
adigmatic decision in this perspective is the judgment in the case Natsvlishvili and Togo-
nidze v. Georgia. In it, two Georgian nationals filed a lawsuit against their country alleging 
that their plea deal occurred in an abusive and unfair manner, depriving them of the 
right to petition before a competent judicial authority. The ECtHR has noted that plea 
deals result, in practical terms, in the waiving of certain procedural guarantees of the 
individual. However, according to the Court, this practice is not in itself incompatible with 
the right of access to justice, since the latter does not prevent a person from exercising 
his autonomy to waive his procedural guarantees.98

However, the ECtHR has set limits to this liberality: any waiver of procedural 
rights must always be established unequivocally, with the presence of minimum guaran-
tees compatible with its importance,99 and not against the public interest:

[...] it is also a cornerstone principle that any waiver of procedural rights must always [...] be estab-
lished in an unequivocal manner and be attended by minimum safeguards commensurate with its 
importance. In addition, it must not run counter to any important public interest.100

In this view, it is possible to conclude that a choice of forum clause affecting the 
access to justice of a contracting party will only be valid in light of international human 
rights law if it has been accepted in a genuinely voluntary way by the party and in full 
awareness of the facts and legal consequences of its acceptance. In addition, both the 
content of the clause and the fairness of the basis according to which it was negotiated 
and agreed between the parties should be amenable to judicial review in order to avoid 

94 ECtHR. Case of Golder v. UK, Trial, Petition no. 4451/70, February 21, 1975, p.14.
95  Idib
96 ECtHR. Case of Beer and Regan v. Germany, Trial, Petition no. 28934/95, February 18, 1999, p14; ECtHR. Case of Waite and 
Kennedy v. Germany, Trial, Petition no. 26083/94, February 18, 1999, p.15.
97 ECtHR. Case of Natsvlishvili and Togonidze v. Georgia, Trial, Petition no. 9043/05, April 29, 2014, for.90.
98  Ibid., p.92.
99 ECtHR. Poitrimol v. France, Trial, Petition no. 14032/88, 23 November 1993, para. 31; ECtHR. Håkansson and Sturesson v. 
Sweden, Trial, Petition no. 11855/85, February 21, 1990, para. 66; ECtHR. Sejdovic v. Italy, Trial, Petition no. 56581/00, 1 March 2006, 
para.86; ECtHR. Le Compte, Van Leuven and De Meyere v. Belgium, Trial, Petitions. 6878/75 and 7238/75, June 23, 1981, to 59; ECtHR. 
H. v. Belgium, Trial, Petition no. 8950/80, November 30, 1987, for: 54; ECtHR. Hermi v. Italy, Trial, Petition no. 18114/02, October 18, 
2006, para.73.
100 “[...] it is also a cornerstone principle that any waiver of procedural rights must always [...] be established in an unequivocal 
manner and be attended by minimum safeguards commensurate with its importance. In addition, it must not run counter to any im-
portant public interest". ECtHR. Case of Natsvlishvili and Togonidze v. Georgia, Trial, Petition no. 9043/05, April 29, 2014, p. 91.
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abuses and arbitrariness of one party to the detriment of the other.

In Brazil, adjudication by the State is, according to Fredie Didier Jr.,101 imperative 
and unavoidable, in view of the manifestation of a power foreseen in art. 5, item XXXV, of 
the Federal Constitution. It provides that “the law shall not exclude from the appreciation 
of the Judicial Branch injury or threat to a right”102. It is imperative, because the State can 
not avoid the assessment of the lawsuit when provoked, even when the law is negligent, 
as provided in article 4 of the Introductory Law to Brazilian Law (LINDB).103 Thus, “any 
problem before the Court must be resolved, necessarily [...] even if the concrete situa-
tion is not expressly provided for in legislation”.104

As a result from the fundamental rights in the procedure, adjudication is inevita-
ble, in view of the fact that it is mandatory and undefeatable for the State to consider it, 
even where other administrative resources are available. It has, therefore, “by marked 
characteristic to produce the last decision on the concrete situation deduced in court [...] 
without submitting to the control of any other power”105. Although a state monopoly, it 
may itself “authorize the exercise of jurisdiction by private agents, as in the case of arbi-
tration”106, for example.

Thus, both from the international law and internal law points of view, the Bra-
zilian State has the burden of providing its citizens with adequate access to an efficient 
adjudication, which goes beyond the merely formal point of view, by providing the nec-
essary legal means of access of all to the Judiciary and ensuring the effective protection 
of rights.

Access to justice is thus a right guaranteed by the Federal Constitution, which 
must be safeguarded and not limited by infra-constitutional legislation. With this con-
cern, during the discussions for the elaboration of the New Code of Civil Procedure, 
entities such as the Judicial and Legislative Reform Secretariats of the Ministry of Justice, 
the National Association of Public Attorneys (ANADEP) and the Association of Brazilian 
Justices (AMB) sent to the Federal Senate suggestions for changes in the wording of the 
current article 25, which provides for the possibility of choice of forum in international 
contracts.

For the Judiciary Reform and Legislative Affairs Secretariats of the Ministry of Jus-
tice, the wording of the article (which at the time corresponded to article 24) was in line 
with constitutional guarantees and consumer legislation.107 For the National Association 
of Public Attorneys (ANADEP), the article should provide for the exclusion of its applica-
tion to persons in situations of social or economic vulnerability as a way of not violating 
the constitutional provision of access to justice.108 The Association of Brazilian Justices 
(AMB) suggested rejecting this rule, based on the words of minister Athos Gusmão Car-
101 DIDIER JR, Fredie. Curso de Direito Processual Civil: Introdução ao Direito Processual Civil, Parte Geral e Processo de Con-
hecimento. 17ª ed. Salvador: Ed Jus Podvm, 2015, p.156.
102 BRAZIL. Constitution (1988). Constitution of the Federative Republic of Brazil. Available at: <https://www.planalto.gov.br/
ccivil_03/constituicao/constituicao.htm>. Accessed on December 20, 2016.
103 Article 4: When the law is silent, the judge will decide the case according to the analogy, the customs and the general princi-
ples of law. BRAZIL. Decree-Law nº4657 of September 4, 1942. Law of Introduction to the norms of Brazilian Law. Available at: <https://
www.planalto.gov.br/ccivil_03/decreto-lei/Del4657compilado.htm>. Accessed on December 20, 2016.
104 DIDIER JR, Fredie. Curso de Direito Processual Civil: Introdução ao Direito Processual Civil, Parte Geral e Processo de Con-
hecimento. 17ª ed. Salvador: Ed Jus Podvm, 2015, p.160.
105 Ibid. p. 163.
106 Ibid. p.156
107 Suggestions to PLS nº 166/2010, p. 1137. Available at: <http://www.senado.gov.br/atividade/materia/getPDF.as-
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neiro, according to which “it attacks deeply  the constitutional principle that guarantees 
effective access to the Judiciary in any case of injury to right or threat of injury”109.

In view of these suggestions, this rule was withdrawn from the text of the Draft 
Bill by the Senate, returning only during the discussion in the Chamber of Deputies, 
based on the concern with the autonomy of the parties’ will and the legal certainty of 
international commercial relations, as says Joana Holzmeister e Castro.110 For her, the 
inclusion of this rule in the New Code of Civil Procedure validates the departure from 
Brazilian jurisdiction, no longer being a case-by-case analysis of the judge.111 However, 
this impossibility of casuistic analysis by the judge sustained by Joana de Castro does not 
seem to thrive in the face of public order arguments (consumer or not) and the need to 
guarantee access to justice, as demonstrated previously.

5. Final considerations
The architecture of the internet, in defying artificially built and law-enforced bor-

ders, has created several autonomous areas of jurisdictional delimitation for the settle-
ment of disputes, specifically those involving international contracts. In an increasingly 
pluriconnected international economic system, there are also concerns about the risks 
of denial of justice that this jurisdictional uncertainty can cause.

By allowing factual contracting between parties subject to different jurisdictions, 
including through choice of forum clauses and applicable law determination, contracts 
entered into online can give rise to real limitations on access to adjudication by some of 
the contracting parties, especially users/consumers.

The situation created by the presence of the consumer relationship and the stan-
dard contracts on the web, for example, is confronted with the classic models of consent, 
contractual freedom and choice of forum. Thus, it is necessary to rethink the mecha-
nisms of access to jurisdiction in private international law, in this context, especially due 
to the fact that they may lead to the factual impossibility of effective access to justice 
due to factual obstacles found in other jurisdictions, such as the high costs of litigation 
in other countries and the considerable distinctions in the treatment of contract law in 
its substantive aspects.

Better understanding is needed on the relationship between the contracting 
parties and the effective protection of their vulnerabilities, limitations and the ability to 
agree to terms and conditions of use of products and services commercialized online. 
It is necessary to understand the implications with regard to imperative laws and its 
application (for example, employment law, environmental law, sanitary and consumer 
law), beyond the limits of applying foreign law when it is considered incompatible with 
the principles of public order of the chosen forum. Evidently, protection regimes of fun-
damental rights in certain legal systems constitute and integrate the public order and 
ought not to, as such, be ignored by parties, lawyers and local courts.

109 Suggestions to PLS nº 166/2010, p. 1137. Available at: <https://legis.senado.leg.br/sdleg-getter/documento?dm=4550558>. 
Accessed on December 15, 2016.
110 CASTRO, Joana Holzmeister e. Cláusula de Eleição de Foro em Contratos Internacionais: o que muda com o novo Código de 
Processo Civil. 2015. Monografia. Pontifícia Universidade Católica do Rio de Janeiro. Departamento de Direito, Rio de Janeiro, 2015, p. 
49.
111 Ibid. p. 52.
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Moreover, the question of access to justice and the extension of the concept of 
adjudication must also be taken into account. In the real of legislative policies and public 
policies related to the regulation of online consumer contracts, terms and conditions for 
internet applications, it is essential to assure that the content of the negotiation and the 
fairness of the agreement between the parties are amenable to judicial control.

Whether due to private interests in the security of contracts carried out in the 
digital environment or to the need to establish adequate means of protection of funda-
mental rights of the procedure in the solution of litigation involving these new business 
models, there is a growing need for convergence of the jurisdictional bodies supposedly 
complementary in international dispute resolutions involving transborder internet rela-
tions.

Considering that Brazil is not a signatory to the Hague Convention on Choice 
Court Agreements, the study of this matter must resort to domestic law. The Introduc-
tory Law to the Brazilian Law and the New Code of Civil Procedure, for example, contain 
rules to ensure the judicial reinforcement of measures in favor of the contracting parties, 
the validity of pacts attributing jurisdiction and celebrated according to the autonomy, 
the evaluation of contractual freedom and the relativization of choice of forum clauses 
considered abusive.

The presence of vices in any of the elements of the contract must be subject to 
judicial control and analysis. The removal by the Judiciary of the application of terms of 
use and choice of forum clauses considered abusive will always be an exercise that de-
mands a certain case-by-case analysis of contracts, as well as the ability of the parties to 
determine their will at the time of contracting. It would not be advisable for courts to for-
mulate interpretations either sacralizing principles such as “pacta sunt servanda”, either 
declaring the absolute  limitation of one of the contracting parties without first verifying 
the negotiating basis forming the execution of online contracts.

Considering the fact that there is a continuous increase in the number of cas-
es involving online contracting models, it seems timely to reflect on the actual consent 
capacity of the users in the network, as well as the costs of increasing the litigiousness 
of this topic. These costs may also reflect obstacles to the establishment of contractual 
relationships involving parties incorporated, resident or with domicile in Brazil, with vari-
able repercussions in the political, economic and relational areas.
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